DE CUONG ON TAP
MON THIET KE MANG MAY TiNH DUNG TRi TUE NHAN TAO

Phan 1: Xdc dinh nhu cdu va muc tiéu ciia khdach hang: Phan tich cac muc tiéu kinh doanh va
cac rang budc? Phan tich cac muyc tiéu k¥ thuat va yéu td can bang? Khai quat dic diém cia cac
mang hién c6? Khai quat dic diém cua luu lugng mang?

Phan2: Thiét ké mang logic: Thiét ké hinh trang mang? Thiét ké m6 hinh dinh dia chi? Lya
chon giao thirc chuyén mach va dinh tuyén? Xay dung céc chién lugc bao dam an ninh mang?
Xay dung céc chién lugce quan Iy mang?

Phan 3: Thiét ké mang vat ly: Lyua chon cong ngh¢ va thiét bi cho mang Campus? Lua chon
cong nghé va thiét bi cho mang Enterprise?

Phdn 4: Kiém thir, T6i uu, Viét tai lidu thiét ké mang: Kiém thir? Ti uu? Viét tai lidu
DE THI THU MON THIET KE MANG MAY TiNH DUNG TRi TUE NHAN TAO

Cau 1: Thiét ké mang may tinh nham muc dich chinh nao sau day?
A. Tang s6 lugng may tinh

B. Dam bao mang hoat déng hiéu qua va én dinh

C. Giam chi phi phan mém

D. Tang téc d6 CPU

Pap an: B

Cau 2: M6 hinh nao thudng dudc st dung lam ¢d s& cho thiét ké mang?
A. OSI

B. TCP/IP

C. Client-Server

D. Peer-to-Peer

Pap an: A

Cau 3: Budc dau tién trong quy trinh thiét ké mang la gi?
A. Chon thiét bi mang

B. Phan tich yéu cau ngudi dung

C. Cai dat phan mém

D. Cau hinh router



Pap an: B

Cau 4: Yéu t6 nao sau day khéng thudc yéu cau thiét ké mang?
A. Hiéu suat

B. Kha nang md réng

C. Tinh bao mat

D. Mau sac day mang

Pap an: D

Cau 5: Thiét ké mang tét can dam bao yéu té nao sau day?
A. Khd nang md& rong

B. Tinh én dinh

C. Bao mat

D. Tat ca cac dap an trén

Pap an: D

Cau 6: Thiét ké mang thudng dugc chia thanh may cap dé?
A2
B.3
C.4
D.5

Pap an: B
(Core — Distribution — Access)

Cau 7: M6 hinh thiét ké mang 3 I16p gom:
A. Core, Access, Data

B. Core, Distribution, Access

C. Access, Distribution, Internet

D. Server, Client, Core

Pap an: B



Cau 8: Trong thiét ké mang, tai liéu mo ta cau trac mang dugc goi la:
A. Network topology

B. Network documentation

C. Network protocol

D. Network driver

Pap an: B

Cau 9: Thiét ké mang giup:
A. Giam su ¢6 mang

B. Tang hiéu suat

C. Dé quan ly hé théng

D. Tat ca cac dap an trén

Pap an: D

Cau 10: Khi thiét ké mang doanh nghiép I&n, yéu t6 quan trong nhat la:
A. Gia thiét bi

B. Kha nang md réng

C. S6 lugng day mang

D. Hé diéu hanh

Pap an: B

Cau 11: Topology mang la gi?

A. Giao thirc mang

B. Cau truc két ndi gilta cac thiét bi mang
C. Phan mém mang

D. Téc dé mang
Pap an: B

Cau 12: Topology nao st dung mét thiét bi trung tdm dé két ndi cac may?
A. Bus
B. Ring



C. Star
D. Mesh

Pap an: C

Cau 13: Uu diém cua topology hinh sao la:
A. Dé quan ly va md réng

B. Khéng can thiét bj trung tam

C. Khong can day mang

D. Téc dé thap

Pap an: A

Cau 14: Topology nao c6 do tin cay cao nhat?
A. Bus

B. Mesh

C.Ring

D. Star

Pap an: B

Cau 15: Trong topology Bus, tat ca thiét bi dung chung:
A. Router

B. Switch

C. Mot dudng truyén chinh

D. Server

Pap an: C

Cau 16: Nhugc diém cla topology Bus la:

A. Khé ma rong

B. Khi dudng truyén chinh hong toan mang ngling hoat dong
C. Toc do thap

D. Tat ca cac dap an trén



Pap an: D

Cau 17: Topology Ring truyén dit liéu theo:
A. Hai chiéu

B. MGt vong khép kin

C. Hinh sao

D. Ngau nhién

Pap an: B

Cau 18: Topology nao c6 nhiéu dudng két noi du phong?
A. Mesh

B. Bus

C.Ring

D. Star

Pap an: A

Cau 19: Trong mang LAN hién dai, topology phé bién nhat la:
A. Bus

B. Star

C.Ring

D. Mesh

Pap an: B

Cau 20: Hybrid topology la:

A. Két hgp nhiéu topology khac nhau
B. Mét topology mdi

C. Mang khong day

D. Mang Internet

Pap an: A



Cau 21: Thiét bj nao hoat dong & tang Data Link cia mo hinh OSI?
A. Router

B. Switch

C. Hub

D. Gateway

Pap an: B

Cau 22: Router hoat dong & tang nao?
A. Physical

B. Network

C. Session

D. Presentation

Pap an: B

Cau 23: Thiét bi nao két néi cac mang khac nhau?
A. Switch

B. Hub

C. Router

D. Bridge

Pap an: C

Cau 24: Switch st dung dia chi nao dé chuyén tiép frame?
A.IP

B. MAC

C. Port

D. DNS

Pap an: B

Cau 25: Hub hoat déng & tang nao cta OSI?
A. Physical
B. Network



C. Data Link
D. Application

Pap an: A

Cau 26: Gateway dung dé:

A. Két néi cac mang dung giao thiic khac nhau
B. Tang t6c mang

C. Luu tr@r d@ lieu

D. Bao mat mang

Pap an: A

Cau 27: Thiét bi dung dé két néi mang khong day la:
A. Access Point

B. Switch

C. Router

D. Hub

Pap an: A

Cau 28: Firewall dung dé:
A. Chuyén dir liéu

B. Loc va bao vé mang

C. Luu trir d@r liéu

D. Tang téc d6 mang

Pap an: B

Cau 29: Switch Layer 3 c6 thé:
A. Chuyén mach

B. Dinh tuyén

C.CaAvaB

D. Khong cai nao dung



Pap an: C

Cau 30: Thiét bi nao khuéch dai tin hiéu mang?
A. Router

B. Repeater

C. Gateway

D. Bridge

Pap an: B

Cau 31: IPv4 c6 do6 dai bao nhiéu bit?
A. 16

B. 32

C.64

D. 128

Pap an: B

Cau 32: IPv6 c6 dob dai bao nhiéu bit?
A. 32

B. 64

C. 128

D. 256

Pap an: C

Cau 33: Dia chi IP 192.168.1.1 thudc I6p nao?
A A

B.B

C.C

D.D

Pap an: C



Cau 34: Subnet mask cua I6p C mac dinh la:
A. 255.0.0.0

B. 255.255.0.0

C. 255.255.255.0

D. 255.255.255.255

Pap an: C

Cau 35: CIDR dugc dung dé:
A. Tang s6 lugng router

B. Phan chia dia chi IP linh hoat
C. Tang t6¢c mang

D. Méa héa di liéu

Pap an: B

Cau 36: NAT dung dé:
A. Ma hoéa dir liéu

B. Chuyén dai dia chi IP
C. Phan chia subnet

D. Kiém tra 16i

Pap an: B

Cau 37: DHCP dung dé:
A. Cap phat IP tu dong
B. Quan ly DNS

C. Ma hoa dit liéu

D. Chia subnet

Pap an: A

Cau 38: DNS dung dé:
A. Phan giai tén mién sang IP
B. Chia mang



C. Bao mat mang
D. Kiém tra 16i

Pap an: A

Cau 39: Private IP I6p C la:

A. 192.168.0.0 — 192.168.255.255
B. 10.0.0.0 — 10.255.255.255
C.172.16.0.0 — 172.31.255.255
D. 127.0.0.0 — 127.255.255.255

Pap an: A

Cau 40: Dja chi 127.0.0.1 dung dé:
A. Broadcast

B. Loopback

C. Multicast

D. Gateway

Pap an: B

Cau 56: VLAN dung dé:

A. Chia mang logic trong switch
B. Tang toc CPU

C. Ma hoa dit liéu

D. Tang dung lugng RAM

Pap an: A

Cau 57: Trunk port dung dé:

A. Két nbi nhiéu VLAN gilta cac switch
B. K&t n6i may tinh

C. Két nGi server

D. Tang t6c mang



Pap an: A

Cau 58: Giao thic trunk pho bién la:
A HTTP

B. FTP

C. 802.1Q

D. SMTP

Pap an: C

Cau 59: STP duing dé:
A. Ngan vong lap mang
B. Tang toc do6 mang

C. Chia IP

D. Méa hoa dir liéu

Pap an: A

Cau 60: QoS dung dé:

A. Phan chia bang thdng uu tién
B. Tang RAM

C. Tang CPU

D. Tang 6 cling

Pap an: A

Cau 61: Load balancing giup:
A. Can bang tai hé théng

B. Tang RAM

C. Tang dung lugng 6 cliing
D. Tang CPU

Pap an: A



Cau 62: Redundancy trong thiét ké mang giup:
A. Tang du phong

B. Tang chi phi

C. Tang CPU

D. Giam bao mat

Pap an: A

Cau 63: Failover nghia la:

A. Chuyén sang hé théng du phong khi 16i
B. Tat mang

C. Chia mang

D. Cau hinh router

Pap an: A

Cau 64: Thiét ké mang campus thudng s dung:
A. 3-tier architecture

B. Bus topology

C. Ring topology

D. Single server

Pap an: A

Cau 65: Network monitoring ding dé:
A. Giam sat trang thai mang

B. Ma hoa dif liéu

C.ChiaIP

D. Luu tri diT lieu

Pap an: A

Cau 66: SNMP dugc dung dé:
A. Quan ly thiét bi mang
B. Ma hda dit liéu



C. Chia IP
D. GUi email

Pap an: A

Cau 67: Packet loss gay ra:
A. Giam hiéu suat mang

B. Tang toc do6 mang

C. Tang RAM

D. Téng CPU

Pap an: A

Cau 68: Latency la:

A. D6 tré truyén dir liéu
B. Toc dé CPU

C. Dung lugng RAM

D. S6 lugng router

Pap an: A

Cau 69: Bandwidth la:

A. Dung lugng truyén di liéu t6i da
B. BO nhé RAM

C. Téc do CPU

D. Dung lugng 6 ciing

Pap an: A

Cau 70: Network scalability nghia la:
A. Khd nang mé& rong mang

B. Kha nang bao mat

C. Kha nang ma hoa

D. Kha nang luu trit



Pap an: A

Cau 71: Network reliability la:
A. B0 tin cay cua mang

B. T6c d6 mang

C. RAM mang

D. CPU mang

Pap an: A

Cau 72: Network security nham:

A. Bao vé dir liéu va hé théng mang
B. Tang RAM

C. Tang CPU

D. Tang 6 cing
Dap an: A

Cau 73: IDS la:

A. Hé théng phat hién xAm nhap
B. Thiét bi luu trir

C. Router

D. Switch

Dap an: A

Cau 74: IPS la:

A. Hé théng ngin chin xam nhap
B. Hé diéu hanh

C. Router

D. DNS

Dap an: A

Céu 75: VPN ding dé:

A. Tao két ndi mang riéng qua Internet
B. Tang RAM

C. Tang CPU

D. Tang 6 cing

Dap an: A



Cau 76: MPLS thuong dung trong:
A. Mang doanh nghiép 16n

B. Mang ca nhan

C. Mang gia dinh

D. Mang IoT nho

Dap an: A

Ciu 77: SDN la viét tat cta:

A. Software Defined Networking
B. System Data Network

C. Secure Data Network

D. Server Data Node

Dap an: A

Céu 78: Data center network yéu cau:
A. Do tré thap

B. Bang thong cao

C. B9 tin cay cao

D. Tét ca cac dap an

Dap an: D

Cau 79: Cloud networking lién quan dén:
A. Ha ting mang trén nén taing dam may
B. CPU

C.RAM

D. HDD

Dap an: A

Cau 80: Muc tiéu cudi cung cua thiét ké mang la:
A. Pam bao hiéu suit, bao mat va kha nang mo rong
B. Tang CPU

C. Tang RAM

D. Giam phan mém

Dap an: A



